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1.0
Scope

This is the interface specification for those wishing to use the WINMOR TNC in host applications.

2.0
Program Name and Purpose


The program name is WINMOR TNC.exe  and will be compiled as a stand alone  .NET 3.5 Windows application. It will contain any necessary DLLs in its distribution zip file.  It is compiled in “x86” mode for use in both 32 and 64 bit Windows OS from Windows XP upward. The program along with a standard PC sound card implements a virtual TNC and the bit level WINMOR protocol. The WINMOR TNC is not intended to be used as a stand alone program or for keyboard operation but as a “helper application” to a Host program.
3.0 
Initialization

The program uses an initialization file  “WINMOR TNC.ini” that resides in the execution directory. That file contains the minimum information to allow the program to start automatically (e.g. from Windows startup or by a startup call without parameters from another Host application).  This includes:
Initial WINDOW locator (Top, Left) (default 100,100)
TCP IP Control Port number for Command (default = 8500)

Data Port is always next sequential port. 
TCP Address The address (dotted or friendly) to use for the TCP connection (default = 127.0.0.1)

Station Call sign (optional, default empty)
Station Grid Square (optional, default empty)

Call sign specific Registration key (default empty,  not  registered)
Flag to select start minimized  (default not minimized)

Flag to enable debug logging  (default false)

Response Delay = minimum response delay in ms (default = 100)


Squelch value 1-10  (default = 5)


Leader extension in symbols (0-24  default= 0)

(The Response Delay and Leader Extension are for experimentation and should normally not be changed.)

The ini file may be edited using the Basic setup menu on the WINMOR TNC form. An example WINMOR TNC ini file is shown in appendix C.

3.1 Minimum Configuration

To operate (listen for a TCP connection from the host program) the WINMOR TNC  needs the following minimum configuration. The default values are shown but can be changed either by modifying the ini file or by starting the program WINMOR TNC and using the Help, Basic setup menu.

TCP Address :  This is the TCP address used to listen for the Control Port. It defaults on startup to 127.0.0.1  (local loop back) and this is normally sufficient for most applications.  The address may be reset to a specific dotted address or to “default” which will pick the current default TCP adaptor. This may be useful in multi homed applications using a LAN.

TCP IP Control port. This defaults to 8500 but may be reset to any value 0-65534.

This port and the next sequential port are used by the program. 


The TCP Address and Port # in the INI file may be over ridden by starting the WINMOR TNC with a command line. The proper syntax for the optional command line is:
WINMOR TNC.exe <host name/address> <single space> <TCP Control port #>


e.g.   WINMOR TNC.exe 127.0.0.1 8500

If the command line parameters do not have the proper syntax the default values in the ini file will be used and an exception log entry made echoing back the command line parameter.

4.0 
WINMOR TNC User Interface

The only user interface is the WINMOR TNC “virtual panel” that may be made visible or hidden by the host application. The user can relocate the panel (position saved) if it is displayed.  A Help button/menu on the virtual panel will bring up options to select a Help file specific to the WINMOR TNC.  The Help explains the various indicators of the virtual panel. On the Help drop down list are menu calls for about, registration, basic setup, and close.
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Fig 4-1   WINMOR TNC “Virtual Panel”

5.0
Control Interface
The control interface is via TCPIP ASCII commands sent to the TCPIP control port set up in the .ini file.  All commands are plain (readable) text, not case sensitive and terminated with a <Cr>.  No command may include a <Cr> or space as part of a command.  The DISCONNECT command will be responded to with an echo of the command as received which will be terminated with a <Cr>.   If a command contains errors in the command or optional parameters it will be answered by a fault description. FAULT  <fault description>  <Cr>   Commands that do not include parameters will cause a “echo back” of the current parameters. 

Upon a connect request to the TCP Control port at the TCP Address in the .ini file and the TCP Control port has no current connections the connect request will be accepted and the following response issued: "CMD<Cr>”. The data port (TCP Control Port # + 1) will then be enabled. It is not necessary to connect to the data port until actual binary data is to be transferred
After completing execution of a command the TNC will respond with:
CMD <Cr>    indicating it is available for the next command. Commands must be sequenced using this CMD response. Note some commands can take up to 3 seconds to execute (e.g. SPEEDTEST). 

If debug logging is enabled and Enable Command Trace is checked on the basic setup menu each command will be logged as received and each response will be logged as sent. This is helpful in debugging the host application interface.

The following is the current list of commands with Explanation. What is between the
 “< >”  are the options separated by “|” or the response given in the return 
AUTOBREAK <False|True>
      Disables/enables automatic  link turnover (BREAK) by IRS when IRS has outbound data pending and receives an IDLE frame from ISS indicating its’ outbound queue is empty. Default is True.
AUXBW <aux BW call sign1, aux BW call sign2, … aux BW call sign10>

      Sets up to 10 auxiliary bandwidths (one for each call sign of MYAUX). Value may be 500, 1600 or 0. A value of 0 will disable inbound connections for that AUX call sign.  If sent without a parameter will return a comma delimitate string of current AUXBW values. All AUXBW values are initialized to the same bandwidth as BW so the AUXBW command should come after the BW command. See BW and MYAUX
BREAK 


Initiates a BREAK (link turnover request to ISS) if in IRS or IRS Mode Shift state otherwise no effect. Forces ISS to clear its outbound queue and acknowledge.  Normally not required if AUTOBREAK is enabled.
BUFFERS


Gets the current buffers and current 1 minute average throughput.  Reply format is:

BUFFERS <in queued>  <in sequenced>  <out queued>  <out confirmed>  

< 1 minute avg throughput in bytes/minute>  

Values are all integers and space delimited.  BUFFERS is also sent asynchronously whenever there is a change in any of the BUFFER parameters.
BUSY


Returns channel status. (BUSY TRUE  = channel busy or BUSY FALSE = channel clear. 
 Busy status also reported asynchronously on a busy status change (see below)

BUSYLOCK <False|True>
Disable/Enable Busy channel blocking.  Busy lock will block a connection request unless there have been Tquiet ms of non busy status preceding the connect request. (See appendix B) Default = False
BW <0|500|1600>
Set/gets bandwidth 500 Hz or 1600 Hz (setting applies to server (inbound) connects only). Attempting to change bandwidth while a connection is in process will generate a FAULT.  Setting the BW to 0 will block all connections to MYCALL. If no parameter is given will return the bandwidth of the current connection. If not connected will return a bandwidth of 0.
CAPTURE <device name>

Sets desired sound card capture device   If no device name will reply with the current assigned capture device.   
CAPTUREDEVICES

      Returns a comma delimited list of all currently installed capture devices.
CLOSE

      Provides an orderly shutdown of all connections, release of all sound card resources and closes the WINMOR TNC program.
CODEC <False|True>


Start the Codec with True, Stop with False. No parameter will return the Codec state.  When a CODEC True command is detected the program will check MYC and the current registration key for compatibility. If there is a match the CODEC is started normally. If the MYC and registration do not match a registration reminder (nag) will be shown and the CODEC is automatically started.  The nag can be cleared by operator action if desired. Registration is not required for operation. This permits the host application to be able to control MYC and Registration to handle multiple call signs.  
CONNECT <remote Call>


Initiates connect request cycle to <remote Call>  Normal response is 
“CONNECT IN PROCESS”. Failure response is “FAULT Connect Failure” During the connect process the WINMOR TNC will show the measured T>R latency. Latency < 250 ms is acceptable. 
CWID <False|True>


Disable/Enable the CWID option.
DEBUGLOG <False|True>
     Enable Debug log with True

DIRTYDISCONNECT 
Initiates an immediate disconnect and return to the DISCONNECTED state. Normally should not be used or required. Works in both Connected and FEC modes.
DISCONNECT


Initiates a normal disconnect cycle.  Can also be used to prematurely end a FEC broadcast. May take up to 15 seconds to complete.
DRIVELEVEL <0-100>


Set Drive level. Default = 100 (max)

FECRCV <False|True>

Disable/Enable FEC (unproto) Receive mode. 

FECSEND <End|500|1600>

Start/Stop  FEC broadcast (unproto) mode for 500 Hz or 1600 Hz. Must be in DISCONNECTED,  FEC500 or FEC1600 states or will generate a fault.  FECSEND <End> will prematurely end a FEC broadcast and send an ID frame.
GRIDSQUARE <6 character grid square>

Sets or retrieves the 6 character grid square (used in ID Frames)

ISREGISTERED

      Returns True if  MYC call sign matches the Registration key in the .ini file otherwise False.

LEADEREXT <Extension in symbols 0-24>

    Get/Set optional leader extension. Normally not required but may be used for some experimental work such as repeaters. Range is 0-24  default value is 0. Each symbol increment extends leader 10.666 ms

LISTEN <False|True>

   Enables/disables server’s response to an ARQ connect request. Default = True

MAXCONREQ <limit>

Get/Set the limit of connect request cycles (3-15). Default limit = 7 (about 20 seconds) An ID frame with optional CW ID is sent following the last Connect Request.
MODE 
Gets current data mode. < FSK4_2CarShort|FSK4_2Car|FSK4_8Car|

      PSK4_2Car|PSK4_8Car|PSK8_2Car|PSK8_8Car|

      PSK16_2Car|PSK16_8Car>
     MODE is also sent asynchronoulsy upon any MODE change.
MYAUX <aux call sign1, aux call sign2, … aux call sign10>

      Sets up to 10 auxiliary call signs that will answer connect requests. Call signs must be valid radio call signs and separated by commas.  If sent with an illegal call sign (e.g. “MYAUX x” it will clear the MYAUX list. If sent without a parameter will return a comma delimitate string of current MYAUX call signs. See AUXBW
MYC  <call sign>




Sets current call sign. Codec must be not running (CODEC FALSE) If not a valid call sign or Codec is running generates a FAULT.  See CODEC True command. 
OUTQUEUED <0>
      If sent with the parameter 0 (zero) it will clear the output QUEUE. If sent without a parameter will return the current number of outbound bytes queued. 

OVER

If in IRS or IRS mode Shift states initiates a BREAK. IF In ISS or ISS mode shift states clears the outbound Queue.  Then ISS repeats an OVER Command until a BREAK is received from IRS. Not normally used or required if AUTOBREAK is enabled.
PLAYBACK <device name> 
Sets desired sound card playback device. If no device name will reply with the current assigned playback device.

PLAYBACKDEVICES

Returns a comma delimited list of all currently installed playback devices.  

PORTS  (Read only). Returns string of available serial ports.
PROCESSID

       Returns the current process ID (integer) for this instance

RESPONSEDLY <0-2000>
      Sets or returns the minimum response delay in ms. Normal default is 100 and should only be adjusted if necessary to accommodate passing through repeaters etc. 
ROBUST <False|True>


If true will only use modes < FSK4_2CarShort|FSK4_2Car|PSK4_2Car> regardless of current data mode BW settings above. If in the ISS or ISSMODESHIFT states changes in ROBUST will be delayed until the outbound queue is empty. 
SAVEREGISTRATION <Registration key>

       If registration key is correct for My Call sign this command will save the registration key and the My call sign in the WINMOR TNC ini file. Note: Use with caution this will update the ini file of the WINMOR TNC.  See CODEC True command. 
SENDID <delay in seconds>

      This will send an ID frame and if CWID above is enabled also a CW ID after delay seconds.  Delay must be an integer in the range 0 – 15. Only may be sent when in the DISCONNECTED state. If SENDID is received while in any state other than the DISCONNECTED state a FAULT response will be returned.  Normally the WINMOR TNC automatically takes care of ID at the session end and at 10 minute intervals during the session.
SHOW <False|True>


Show (True) or Hide (False) the TNC form

SPEEDTEST

Returns the integer results of the CPU DSP speed test (requires approx 3 seconds to execute).  Values less than 100 may have difficulty or sluggish performance.
SQUELCH <1-10>
      Returns or sets the current squelch value (default = 5). The default value should be sufficient for most installations. Squelch only affects the sensitivity of the busy detector (low values = higher sensitivity)
STATE


Gets the current WINMOR protocol state <OFFLINE|DISCONNECTED|

CONNECTPENDING|CONNECTING|IRS|IRSMODESHIFT|ISS|ISSMODESHFT|

IRSTOISS|DISCONNECTING|SENDID|FECRCV|FEC500|FEC1600> See Appendix A for state diagram.  Every State change is also reported asynchronously with the NEWSTATE reply below.

SUFFIX <CW ID suffix>

      This sets the optional CW ID suffix. It is sent after the normal CW ID for MYC with a separating slash e.g.  DE W4ABC/XE2  if the “/” is omitted it will be inserted automatically.

TWOTONETEST


Send 4 second two-tone burst

VERSION
      Returns the version of the WINMOR TNC program.

VOX <False|True>
      Disable/Enable VOX leader extension (128 ms) Default = True

6.0
Asynchronous Responses

The WINMOR TNC codec will respond on the command port with possible asynchronous responses. All asynchronous responses terminate in <Cr>  

This is the list of the current responses:

BLOCKED 
     Connect request blocked due to busy channel
BUFFERS


Reply format is:

BUFFERS <in queued>  <in sequenced>  <out queued>  <out confirmed>  

< 1 minute avg throughput>  

Values are all integers and space delimited.  BUFFERS may also be polled using the BUFFERS command with no parameters.
BUSY FALSE 


Clear channel detected

BUSY TRUE


Busy channel detected

CONNECTED <remote Call>
A connection has been established. <remote Call> contains the connected call sign. This immediately follows the TARGET <target call sign> asynchronous response
DISCONNECTED 


An existing link has been disconnected or a pending connect was not for this call sign or not decoded.

FAULT  <description>


A command or program fault or error condition.

MODE <FSK4_2CarShort|FSK4_2Car|FSK4_8Car|PSK4_2Car|PSK4_8Car|PSK8_2Car|
PSK8_8Car|PSK16_2Car|PSK16_8Car>
      MODE may also be polled using the MODE command without parameters.
MONCALL <Call sign (grid square)>


Non connected monitor data includes call sign and optional grid square in parenthesis 

NEWSTATE <WINMOR Protocol State>

Reports change of WINMOR Protocol state <OFFLINE|DISCONNECTED|

CONNECTPENDING|CONNECTING|IRS|IRSMODESHIFT|ISS|ISSMODESHFT|

IRSTOISS|DISCONNECTING|SENDID|FECRCV|FEC500|FEC1600|> See Appendix A for state diagram. The current state may also be polled using the STATE command without parameters.

OFFSET <Remote station offset in HZ>

Indicates the remote station offset. Positive values indicate the remote station is higher in frequency. Reported on every decoded frame but only updated when connected.
PTT <True|False> 

      Indicates to the host application to key the PTT on (PTT True) or off (PTT False)
To operate correctly the transmitter PTT should be activated within 50 ms of receipt    of this response. Excessive delay in PTT application or removal may cause a failure in ARQ modes if measured latency exceeds 250 ms. 
TARGET <target call> 
      Identifies the target call sign of the connect request. The target call will be either MYC or one of the MYAUX call signs.  This command immediately precedes the CONNECTED  <remote Call> asynchronous response.
7.0
Data transfer:
Connected data is always transferred on the Data port using binary byte transfers with no headers, delimiters or framing information. FEC received Data is transferred as received and corrected. If FEC data correction is not possible the data will be sent as received with a STX marking the beginning of the block containing errors and ETX marking the End of the block with errors. Data is supplied to the application via an asynchronous TCP IP port which is enabled and kept alive while the control TCP port is logged in. The Data port (the next sequential port from the control port) will only be enabled after a successful control port login.
8.0      Multiple Instances
The WINMOR TNC program may operate with multiple instances providing:


1) The instances reside in separate directories and do not share any common files.


2) The instances do not share computer resources like sound cards.


3) The instances are set up with their .ini files to use different TCPIP port numbers.


4) The CPU provides enough RAM and speed resources to operate the multiple instances.
9.0 
Registration:

The WINMOR TNC is fully functional whether registered or not and has no expiration time or demo period. Registration is for one specific call sign and is saved in the WINMOR TNC.ini file.  Some host applications can if desired manage multiple call sign registration using the MYC and SAVEREGISTRATION commands.  The same registration key can be use for the base call sign and any –ssid (1-15) of the base call sign. The call sign specific 128 bit registration key is saved in plain text (not obscured or encrypted) in the .ini file and can be used on or ported to other computers without restriction. Registration can be done on-line (link provided in WINMOR TNC Help) to the Amateur Radio Safety Foundation Inc. (http://www.arsfi.org/winmor.aspx ). 
To encourage registration upon sound card startup a pop up a non modal register reminder (the “nag”) form will be shown if My Call sign does not match the current registration key.  Operation of the WINMOR TNC will continue with the registration form visible.  The operator may manually clear the registration “nag” if desired. 
10.0 
License:

Copyright (c) 2010 Amateur Radio Safety Foundation, Inc. All rights reserved.

Redistribution and use in binary form, without modification, are permitted provided that the following conditions are met:

· Re distributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials provided with the distribution. 

· Neither the name of the Amateur Radio Safety Foundation, Inc nor the names of its contributors may be used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

WINMOR TNC is free to all licensed radio amateurs for their individual use. The intact distribution file can be copied, redistributed, and transmitted to others. Derivative works are prohibited. WINMOR TNC may not be reverse-engineered. Any commercial or agency use is prohibited without specific written permission from the Author and the Amateur Radio Safety Foundation Inc. The API (application programming interface) is published for other software authors to write code to use it. The WINMOR protocol that this program implements is released to the public domain with attribution and is published in a document so that other authors can write similar software that will communicate with programs that implement the WINMOR protocol (www.winlink.org/WINMOR)  

Appendix A:   WINMOR Protocol State Diagrams
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Appendix B:   WINMOR Channel Busy and Busy Lock Details
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Appendix C:   Typical WINMOR TNC.ini file

[WINMOR TNC Form]

Registration=ACD16D9D5E344FB4BDFC8CFDA7612345
MyCallsign=KN6KB-5

ResponseDelay=100

LeaderExtension=0

Top=233

Left=682

TCP Control Port=8500

MyGridsquare=EL98PF

StartMinimized=False

DebugLog=True

CaptureDevice=USB Audio CODEC-02

PlaybackDevice=USB Audio CODEC-02

TCP Address=127.0.0.1
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